B measx npoguiIakTHKH NPECTYNJICHUI, COBEPLIAEMBbIX €
HCI0/1b30BaHHEM HH(POPMALMOHHO-KOMMYHHKAIIHOHHBIX TEXHOJIOTHH,
npemiaraeM Bam o3HakoMHTBCH €O ciieayomeil HHGoOpManHe:

Pa3BuTHe COBPEMEHHOIrO OOIIECTBA, OCHOBAHHOIO HAa HCIOJIb30BaHUU
OFPOMHOI0 MacCHBa Pa3HOOOpa3HON MH(POpMaALUH, HEMBICIUMO 0€3 HIMPOKOro
BHEJIPEHUS] KOMIIBIOTEPHON TEXHUKH.

OHa cinyXuT sl XpaHeHHusl U1 00pabOTKU HMH(OpMAIUU, UCIIOJIB3YETCsS Kak
CPEIICTBO CBSA3U U KOMMYHHUKAIIUH.

3a mocieaHue 4 roja IPOU3OLIET Pe3KHMH PoCcT MpecTyIUIeHHi,
COBEPILIEHHBIX C NpHMeHeHHeM MHGPOPMANMOHHO-KOMMYHHKANMOHHBIX
TeXHOJIOTHI WIN B c(pepe KOMIbIOTEepHOH HH(popManuu — Oosiee, yeM B 6 pas.
Bosee nonoBUHBI NPECTYIIEHUH COBEPLIEHO C UCIIOJIb30BaHUEM ceTh «MIHTepHETY,
3HAYUTEIBHOE KOJMYECTBO — C MPUMEHEHHUEM CpEACTB MOOMIJILHOM CBS3H,
pacyeTHbIX (MJIACTUKOBBIX) KapT.

K coumanbHbIM npuyuHaM pocta npecrynHocty B cpepe HKT
OTHOCHTCS:

e BceoOmas KOMIbIOTEPU3aLIUs, KOTOpas CO3/1aeT HEOOXOUMYIO Cpeay
JUISL IESITETbHOCTH KOMITHIOTEPHBIX TIPECTYITHUKOB;

e MPOTUBOPEYHUS MEXIY MOTPEOHOCTIMU HACEJICHHUS M BO3MOXKHOCTHIO
UX YJOBJIETBOPEHUS JIETAIBHBIMH CIIOCOOAMU B CHITY HU3KOTO YPOBHS KU3HU;

o JIETKOMBICIIEHHOE  OTHOIIEHHWE  POCCHIICKOTO  ofmecTBa K
KOMITbIOTEPHOM MPECTYITHOCTH;

e JIOBEpPUYMBOCTh TPaXJAaH IMPU OHJIAWH-TIOKYIIKE TOBAapOB M YCIIYT
(orutata A0 WX TOJY4eHHs, OCOOEHHO Yepe3 MHTEPHET-KOIIENeK, a He dYepes
pacyeTHBI cueT OaHKa, MOMOIIb IO OOBSBICHHSAM OT OJAaroTBOPUTEIBHBIX
OpraHu3anuid dYepe3 CalThl-AyO0Jepbl CO CTOPOHHUMHU PEKBU3UTAMU IS
MIEPEUYNCIICHUS JICHET).

[Ipodpunaktrika 0COOEHHO BakHA B OTHOIIEHWHU HECOBEPIIIEHHOJIETHUX
nonp3oBarenie cetu «lMHTepHeT». YuuThIBasg, 4TO 3HAYMTEIBbHYIO TPYIILY JIWII,
COBEpIIAIOLIMX MPECTYIUIEHUSI B c€TU MHTEpHET, COCTABISIIOT paHEe HE CyAUMBIC
y4aniecsi, B TOM YHCJI€ U HECOBEPIIEHHOJETHHE, C LEIbI0 MPOPUIAKTUYECKOTO
BO3/ICHCTBUS HA HUX HEOOXOAMMO MPOBOAUTH MPOPUIAKTUIECKAE MEPOTIPHUATHS B
ITIKOJIaX, BBICIIUX YUYEOHBIX 3aBEICHUSIX, TyOJIMKOBAThH CTAThH HA Ty TEMY.

K Hau0o/siee THNHYHBIM CHOCO00aM COBepUICHUS MNPECTYIIEHUH C
HCNOJIb30BAHHEM HH(OPMAIMOHHO-TEJIEKOMMYHUKANMOHHBIX TEXHOJOT Uil
MOYHO OTHECTH CJIEAYIOIIHE:

> 3110yMBIIIEHHU KA 3BOHST rpaxkaaHaM, IpeACTaBIsAiACh COTPYIHUKAMHU
0aHKOB, Ha3bIBasi UX MO UMEHHU, OTYECTBY, IPOCIT COOOIIUTH JJAHHbIE OAHKOBCKUX
kapt (Homep, CVC(CVV), PIN-koapl W T.1.) JUisi OPEAOTBPAIICHUS SKOOBI
HECAHKIMOHUPOBAHHOTO CHHMCAHUSA [JIEHEXKHBIX CPEICTB JIMOO OQOopMIICHHS
Kkpenurta. Mcronb3ysi 3TH CBEICHUS, MONYYalOT YAAJICHHBIM JOCTYN K JUYHOMY
KaOMHETYy KJIMEHTa 0aHKa M NEpPeBOAST JAEHbru 0e3 Begoma coOctBeHHUKA. [Ipu



9TOM, MPECTYMHUKH MOTYT HCIOJb30BaTh MPOTPaMMbl MOJMEHBI Tele(OHHBIX
HOMEPOB, B CBSI3M C YEM HOMEP BXOJSIIETO 3BOHKA ONpPENEIAETCA Y KIMEHTa KaK
HOMep OaHKa. 3a4acTyio0 BBEJEHHBIE B 3a0JIy)KIE€HUE TPaXJAaHE CaMU MEPEBOISAT
JIEHE)KHBIE CPEACTBA HA CUETA, YKa3aHHbBIE MOIIEHHUKAMU.

> PacnpocTpaHeHbl XMIIEHHUS C MCIOJIb30BAHUEM MPECTYIHUKAMHU
cepBuca «Avito». BBoas rpaxgaHmHa B 3a0JyXJI€HHE OTHOCHTEIBHO CBOErO
HaMepeHusi NpUOOpecTH WM MpPOoAaTh TOBap, B XOjA€ Teae(OHHBIX Pa3rOBOPOB
3JIOYMBIIIUICHHUKU Yy3HAIOT PEKBU3UTHI OAHKOBCKOM KapThl MOTEPIEBLIETO, MPH
IIOMOIIIM KOTOPBIX CIMCBHIBAIOT JICHEKHBIE CPEACTBA CO cyera. B psanme ciaydaes
IpeaIaraeTcs NEPENTH MO CChUIKaM IS IEPEBOJIA IEHEKHBIX CPEJICTB, ITOCIE YETO
«IPOJABEI HE NMPEIOCTABISAET OIJIAYEHHBIN TOBAP U HE BBIXOJUT Ha CBA3b.

> Kpome 3TOro, mpecTymHuUKM MaccoBO pacchbuialoT SMS-cooOuieHus
cienyrouiero coxaepxanusi: «Bama kapra 3abnokupoBana. s pa30noKUpOBKH
HEOOXOMMO TO3BOHUTH IO HOMEpY...». BOJIBIIMHCTBO Tpa’kJaH BMECTO TOTO,
YTOOBI Cpa3y OOpaTUTHCS B CBOM OaHK JJIsi MPOBEPKU MOCTYMUBIIEH HHPOpPMALIUH,
NEpEe3BaHMUBAIOT MO YKa3aHHOMY B SMS-coo01eHnn HOMepy M B XOJI€ pa3roBopa
NEepelaloT 3J0YMBIIUIEHHUKaM HH(OpMaInio 0 OaHKOBCKMX PEKBU3UTAX, IMOCIHE
YEro OCYIIECTBISETCS HE3aKOHHOE CIHUCAHUE JEHEXKHBIX CpPEICTB. 3a4acTylo
IpaXKJIaHE CaMU IEPEBOMSAT ACHEKHBbIE CPEACTBA HA yKa3aHHbIE MPECTYMHUKAMU
«GalllMIEHHbIE» cueTa AKOObI i HMX COXpaHeHHs. DaKTUYECKU [EHEXKHbIC
CpelICTBAa BBHIOBIBAIOT M3 3aKOHHOTO BIAJCHUS, U COOCTBEHHHK HE MMEET K HHUM
JOCTYyTIA.

> XUILEHNS JEHEKHBIX CPEACTB Y IPaXJaH COBEPIIAIOTCS TaKKe MyTEM
HanpaBieHuss SMS-cooOleHuit O BBIUTPHINIE, Uil  TOJYyYEHHUS KOTOPOTO
HEO0OXO0IMMO TIEPEBECTH JICHEKHBIE CPE/ICTBA HA YKa3aHHBIA AOOHEHTCKUN HOMeED.

> Pacnipoctpanenbl  QakThl, KOrja MPECTYNHUKH MPEICTaBISIOTCS
POJICTBEHHUKAaMU JTMOO 3HAKOMBIMH TMOTEPIEBIINX, PACCKA3BIBAIOT, YTO MOMAIHA B
Oeny (CTaJii BUHOBHUKOM JOPO>KHO-TPAHCIOPTHOTO IMPOUCIIECTBUS, 3aJ€P>KaHbI
COTPYIHUKAMHU MOJIUIUN, CPOUYHO TPEOYIOTCS IEHBI'M Ha ONEPAIUIO U T.I1.) U MPOCST
IPEAOCTABUTh UM JICHEKHbBIE CPEJCTBA.

> 3II0YMBIIJIEHHUKA B3JIaMBIBAIOT 3JIEKTPOHHYIO MOYTY, AKKAYHTHI B
COI[MAIBHBIX CETSX, MOCJE YEro OT UMEHH MOJIb30BATENsl PACChUIAIOT rpakaaHaM,
CBEJICHUSI O KOTOPBIX MMEIOTCS B KOHTaKTaxX JAHHOTO JIMIIA, TPOCHOBI O 3aiiMe
JEHEKHBIX CPENICTB. B pe3ynbTaTe J€HbIM MOCTYNAIOT Ha CUET MOILICHHHKA.

Yr1o0bl He CTaTh XKEPTBOW NPECTYNHUKOB, HEOOXOAMMO CJIEAOBATH
onpe/eJeHHbIM NMPaBUJIaM:
1. Ecau nosmydeH 3BOHOK WM COOOIIIEHUE B COIUATIBLHOM CETH C IPOCHOOM
O CPOYHOM JI€HEKHOW MOMOUIM JJIsl 3HAKOMOTO WM POJCTBEHHUKA, HE CTOUT
NpUHAMATh  penieHue  cpasy. HeoOxomuMo  TpOBEpPUTH  MOJTYYEHHYIO
MH(pOpMaIIHIO, CBSI3aBIIKCH CO CBOUMU POJHBIMHU U 3HAKOMBIMU.
2. Huxorma m HUKOMY HE COOOIIaiTe TPEX3HAYHBIA KOJ HAa OOpaTHOM
ctopoHe Bameit 6ankoBckoit kaptel (CVV), 310 kitoy k Bamum gensram.



3. Henp3st cooOmaTe HUKOMY JMYHBIE CBEACHHS, JAHHBIE OAHKOBCKHUX
kapT u CMC-napoiix, KOTOpbIE MOTYT OBITh UCIIOJI30BaHbI 3J10YMBIIIEHHUKaAMU
IUI1 HEIIPAaBOMEPHBIX JEVCTBUM.

4. Eciu mo tenedony Bac mpociat HaOpath koMOuHanuo uudp B
OaHkKoMare, TpeKpaTuTe pa3roBop. Hukorna He BHIMIONHSINUTE IEUCTBUS C
0aHKOMAaTOM «IOJi TUKTOBKY» APYTrOro YeiaoBeKa.

Heo6xoauMo MNOMHUTH, YTO 3JIOYMBIIUICHHUKH MOTYT TIPEACTaBUTHCS
COTpYAHUKaMU OaHKa, IIPAaBOOXPAHUTEIBHOTO oprasa, YUpEKICHUS
3paBOOXpaHeHuss U oOpamaTecss K Bam mo umenu u oruectBy. OJHAKO TOJIBKO
MOIIEHHUKHU OYyAYT MPOCUTH COOOIIUTH PEKBU3UTHI OAHKOBCKOM KapThl, CMC-TIApOJIb
(xom), CVV-koxn Bameit kaptel. B kaxkioM TakoM citydae HEOOXOIUMO 3aBEPIIUTh
pasroBop.

Corpyanuku 0anka takxe HE npennararor:

e YCTaHOBUTH MPOTPaMMbI yIAJICHHOTO JoCTyna (WJIH CTOPOHHHE
NPUJIOKEHHST) HA MOOMIIEHOE YCTPOHUCTBO M Pa3pelInTh MOJKIIOYCHIE K HUM 0T
NPE/IOrOM TEXHUYECKOW TMOANCPKKH (HAmpuUMep, Ui YAAJICHUS BUPYCOB C
MOOMJIBHOTO YCTPOUCTRA);

e TIEPEBECTH JCHEIKHBIC CPEIICTBA HA «3alTUIICHHBIN CUCTY;

e BKIIOUYHUTH MEpeajipecaliio Ha TenedoHe KIUeHTa I COBEPIICHUS B
JaJIbHEHIIIeM 3BOHKA OT €r0 UMEHHU B OaHK.

Ecau Bbl cTaam skepTBOM NpecTyMHUKA, HEOOXOUMO HE3aMEeIJTUTEIHHO
0o0paTUThCSI B OpraHbl BHYTPEHHHX JIeJl C COOTBETCTBYIOIIUM 3asIBIICHUEM JIMYHO
1160 103BOHUTH 10 TenedoHam 102 wim 112. B 3asBineHun cieayeT MaKCUMaabHO
MoApOOHO paccka3aTh O BCEX 00CTOSATEILCTBAX COOBITHA. Takxke clienyeT MPUHITh
MephI K OJIOKUPOBKE OAHKOBCKOM KapThI.

beperure cebs u cBoumx Onm3kux. A Takxke mnobeceaylTe CO CBOMMH
MOKWJIBIMU POACTBEHHUKAMHU M MOACIUTECh C HUMH 3TOW WH(pOpMaInei, Beab OHU
HAXOJISITCS B TPYIINE PUCKA.



SAIIIUTUTE CEbBS OT MOIIEHHHUKOB!

HukoMy HE COOBIIAWTE peKBH3UTHI CBOMX 0AHKOBCKHX KapT.

HE OBIIIAHTECH 110 TeJlepOHY € JIMIaMH, 00eIAaloIHIMH PA3THUHbIe O0HYCHI,
BBINTPBIIIH, JIBI'OTHI, CKUIIKH, 0eCIUIaTHbIE YCITYTH.

HE NIEPE3BAHUBAWTE HA He3HAKOMbIE HOMepa, HE COOBIIIAUTE MIOCTOPOHHUM CBOH
IIepcoHaJIbHbIE NAHHbIE.

BHHMAaTeJNIbHO unTanTe YCIIOBHAY MTOJIb30BATEIILCKHUX COTTIAINEHUI
NPHIT0KEeHHUH H OHJIAH-CEePBHCOB.

HE YCTAHABJIHBAHTE Ha MOOHJIBHBIN TeJie)OH MPUII0KeHUS U3 HeU3BeCTHBIX
HCTOUHHUKOB.

: -‘, YcranoBuTe HACTPONUKH ITPUBATHOCTH IJISI CBOEro MPO(YHIIS B COIHAJIBHOM CeTH.

HE OTKPBIBAHTE COMHHTeJIbHBIC CCHUIKH U3 CMC, IIHCeM Ha 3JICKTPOHHOM IouTe
COO0OIIIeHII B MecceKepax..

BynobTe OOHUTEJIbHbI IIPHU UCIIOJIb30BAHUH CPENCTB CBSI3U U B C€TH HHTEpHeT!

Ecriv y Bac ecTh I0I03peHUs], UTO BbI CTAITH YKepTBOKU MOIIIEHHHUKOB -
He3aMeUTUTeJIbHO 00paTUTeCh B IIOJTUAIINAIO 10 TeJtedpoHaM 102 wrt 112.




